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If there’s a coverage PROBLEM . . . we can offer a SOLUTION! 
 
 

Data Compromise - BOP 
 

Do you collect or store personal data that could compromise 
an individual’s identify, if released to the public? 

 

 

Scenario #1 (C-Store / Petro) 

At least 75 people fell victim to thieves who used 
skimmers attached to a gas station’s pumps to 
steal debit card information and drain money 
from the clients’ bank accounts. The sheriff’s 
office reported that the skimmers were designed 
to look like part of the payment system but 
actually secretly recorded card numbers and 
PINs for later retrieval by the thieves. 

 

Scenario #2 

An employee stole credit card numbers, Social 
Security numbers and other private financial 
information from the application files of 65 
customers of the store; he then used the data to 
buy trips, electronics, cars and other goods. 

 

Scenario #3 
A laptop computer 
was stolen from the 
human resources 
department of a 
business during a 
rash of office 
burglaries in the area. 
The laptop contained 
information on 255 
former and current 
employees, including 
their Social Security 
numbers and salaries. 

Scenario #4 
Drug addicts obtained credit 
check information, credit 
card numbers, and Social 
Security numbers from 
paper records discarded in a 
dumpster behind a 
business. After their capture 
the thieves said, “Nothing 
was shredded. All the 
information you wanted was 
in there. They would make a 
printout and then just throw 
it out.” 

Scenario #5 
More than 1,000 identity 
records were stolen from a 
business’ database. The 
information included credit 
card numbers, Social Security 
numbers, driver’s license 
numbers, and bank account 
data. The business wrote 
notices to affected customers 
to inform them of the issue, 
and offered no-cost credit 
monitoring service for one 
year. 

 

Coverage Gaps - Why doesn't my current insurance program cover this exposure? 

x Property Coverage - Limited to computer replacement or safe/file cabinet replacement. 

x Liability Coverage - There wasn't any property damage or personal injury. 

x Crime Coverage - Only provides for first party losses. 
 

 
Who is going to pay for damages and defense? 

Who is going to pay for notifications that need to be sent to the affected individuals? 

Who is going to pay for identity restoration case management for affected individuals? 
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If there’s a coverage PROBLEM . . . we can offer a SOLUTION! 
 
 
 
 
 
 

Federated can provide Data Compromise Coverage. Data Compromise 
coverage covers the expense to respond to a data breach and includes 

services to assist a business's clients, employees and others affected by the breach. 
These include: 

x $50,000 annual aggregate for Expense Reimbursement, which includes: 

o Preparation of notification obligations 
o Expense reimbursement Services for Affected Individuals without cost to the 

affected individuals for 12 months 
o $5,000 in coverage for Legal Counsel and Forensic IT Review 

x Defense & Liability, which includes costs to 
investigate and defend suits brought by affected individuals as well as pay resulting 
damages, judgments and settlements. 

 
 
 
 

 

PROBLEM SOLUTION 
 

Property coverage provides for the computer 
or the safe/filing cabinets only. 

 
 

Business Liability only applies if there is: 

x Bodily injury 

x Property damage 

x Personal and advertising injury 
 

Data Compromise coverage 
 



BP-F-207 (09-10) Policy  Number: Transaction Effective Date: 

 

 

 


